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Towards a Russian 

Internet? 
 
 

The internet enables information and opinions to flow rapidly and at low 

cost, including across national borders. It allows individuals to coordinate 

collective action on an unprecedented scale. Many authoritarian 

governments, therefore, seek to control the online information environment. 

This policy brief examines the evolution of internet control in Russia and 

documents how censorship and network disruptions have intensified since 

the full-scale invasion of Ukraine. 

Drawing on three complementary datasets—Access Now's Shutdown 

Tracker Optimization Project (STOP), the Internet Outage Detection and 

Analysis (IODA) initiative, and the Open Observatory of Network 

Interference (OONI)—we document a sharp increase in internet disruptions, 

platform blocking, and website censorship in Russia since 2022. We argue 

that this expansion of censorship was enabled by a longer-term shift from a 

relatively decentralized system of internet regulation towards a centralised 

infrastructure capable of monitoring, filtering, and controlling internet 

traffic at scale. 
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The online war 

The Russian government has been fighting its war 

against Ukraine on multiple fronts: aside from the 

battlefield in Ukraine, there is also an online front 

at home. Since the start of the full-scale invasion in 

February 2022, the Kremlin has sought to control 

how the war is presented to the Russian public. 

Within weeks of the invasion, Russia blocked 

Facebook, Instagram, and Twitter, and restricted 

access to numerous foreign and independent 

media outlets. In the years that followed, 

restrictions expanded to include VPN services and 

specific features of messaging platforms such as 

WhatsApp and Telegram. 

These measures are not isolated events. Rather, 

they represent the latest stage in a broader effort 

to control the Russian internet. Over the past 

decade, Russia has gradually built the legal and 

technical infrastructure needed to monitor, filter, 

and disrupt online communications. The war in 

Ukraine has revealed the extent of these 

capabilities and accelerated their deployment. 

This brief examines how internet control in Russia 

has evolved in recent years. We discuss the 

challenges of measuring internet censorship and 

analyse evidence from three complementary 

datasets. Together, these measures show a sharp 

increase in internet disruptions, platform 

restrictions, and censorship since the full-scale 

invasion of Ukraine. 

Why control the internet? 

The internet has transformed the way information 

is produced, shared, and consumed. It allows 

information and opinions to spread rapidly at low 

cost, including across national borders, and 

enables individuals to coordinate collective action 

on an unprecedented scale. For an authoritarian 

government, the internet allows the spread of 

information that contradicts official narratives and 

can facilitate political opposition. The role of social 

media in mobilising protests during the Arab 

Spring highlighted the power of the internet.  

In response, many authoritarian governments 

have sought to exert greater control over the 

internet. China is the most advanced example of 

state control over the online information 

environment. Through its ``Great Firewall'', the 

Chinese government controls access to foreign 

information and platforms, while influencing and 

monitoring domestic online activity through 

censorship, regulation, and the cooperation of 

domestic technology companies. 

Russia has historically taken a different approach. 

Until recently, Russians retained access to many 

Western platforms, and internet censorship was 

implemented in a relatively decentralized manner 

by internet service providers. Rather than 

constructing a separate internet from the outset, 

Russia sought to control information flows while 

remaining integrated with the global internet. 

Authoritarian trade-offs 

Why might the Russian government have 

followed this light-touch approach, and why 

change course now? The literature in economics 

and political science describes two trade-offs an 

authoritarian government faces when deciding 

how much control to exert over the internet. 

The first is economic. Describing the 'dictator's 

dilemma,' Kedzie (1997) writes, "it may now be 
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virtually impossible for any country to maintain an 

open economy for expansion while remaining closed to 

democratic ideas". Estimates of the economic cost of 

internet shutdowns support this argument. One 

estimate suggests that government-imposed 

outages cost the global economy $19.7 billion in 

the year 2025 (Migliano 2026).   

The second is informational. Egorov et al. (2009) 

argue that an authoritarian government that 

constrains free media and communication flows 

too aggressively cuts itself off from information 

required to govern effectively. Local bureaucrats 

have no incentive to perform in the absence of 

reliable independent monitoring. King et al. (2013) 

provide empirical evidence for this in the context 

of Chinese social media censorship. They find that 

censors allow (potentially informative) criticism of 

the government but specifically target posts that 

could give rise to collective action. 

Controlling the narrative around a prolonged, 

costly war necessitates a greater level of 

intervention. The censorship strategies discussed 

below can be viewed through the lens of a 

government seeking new ways to navigate both 

trade-offs. 

Tracking internet shutdowns 

Identifying government-imposed internet 

shutdowns is challenging. Affected users will 

typically have no way of verifying the extent or 

true cause of an outage, and their ability to report 

it in real-time may itself be curtailed. As a result, 

organizations that monitor internet shutdowns 

use very different methodologies. In our brief, we 

will describe three of the most prominent publicly 

available datasets that attempt to track disruptions 

to internet services worldwide.  

Access Now, a member of the #KeepItOn coalition, 

provides a publicly available dataset of internet 

shutdowns through its Shutdown Tracker 

Optimization Project (STOP). The distinguishing 

feature of STOP is that it establishes intent. It 

combines technical data on internet connectivity 

with either official government statements or 

information provided by informed insiders. STOP 

records various types of technical disruption: from 

full blackouts to throttling and partial service 

restrictions. However, a measured disruption of 

internet services is only recorded as a shutdown 

event if it can be traced back to deliberate 

government intervention with a high degree of 

confidence. The advantage of this approach is that 

one can be confident that each instance in the data 

reflects a deliberate government-induced 

shutdown. The limitation is that the dataset likely 

undercounts shutdowns in data-scarce or highly 

repressive environments where establishing intent 

is not always possible. 

Figure 1 plots internet shutdowns in Russia, and 

for comparison, the FREE network member 

countries from 2016 to 2025. The chart is 

dominated by the sharp upward trend in Russia, 

starting in 2021, and accelerating after the full-

scale invasion of Ukraine. There is also an increase 

in Ukraine after the invasion; which includes both 

Russian actions that disrupted connectivity and 

Ukrainian measures to block specific Russian 

platforms. Similarly, Latvia imposed nationwide 

blocks of two Russian platforms after the start of 

the invasion. The chart also shows the internet 

blackouts in Belarus amid widespread protests 

following the 2020 election.  
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Figure 1. Internet shutdown events in FREE Network countries (2016-2025) 

 

Source: Access Now, KeepItOn STOP (2016-2025) and authors' calculations. 

Note: This chart shows the number of distinct intentional internet shutdown events active during each quarter in countries of the 

SIDA Free Network. (Sweden, Georgia, Moldova, and Poland are excluded from the graph because no shutdown events were 

recorded for them over this period.)  An internet shutdown is defined as an intentional disruption of internet or electronic 

communications, rendering them inaccessible or effectively unusable, for a specific population or within a location, often to exert 

control over the flow of information (Access Now, KIO). A shutdown event can result from third-party interventions rather than 

be intended by the country's government. 

Figure 2 uses the same dataset to illustrate which 

social media and online messaging platforms were 

most affected by the increase in government 

control of the internet in Russia. Relative to China, 

Russia used to exert only 'light-touch' control over 

the internet, as seen in the first panel of the figure. 

From 2016 to 2021, the social media and online 

messaging platforms in the chart were largely 

unaffected by shutdown events. The second panel 

shows that since early 2022, all of these platforms 

have experienced shutdown events, and in the 

case of Facebook, Twitter/X, and Instagram, there 

have been active blocks throughout the entire 

period.  

Figure 2. Platform service disruptions in Russia (2016 – 2025) 

 

Source:  Access Now, KeepItOn STOP Dataset (2016-2025) and authors' calculations.  

Note: This graph details the platforms affected by internet shutdowns in Russia (See Figure 1). Each bar shows the percentage of 

days in the period when at least one shutdown event affected the platform in Russia.  
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As discussed, the STOP dataset likely undercounts 

internet shutdowns. We therefore evaluate 

whether alternative measures show the same 

upward trend for Russia. 

Our second dataset comes from the Internet 

Outage Detection and Analysis (IODA) initiative 

at Georgia Tech, which monitors global internet 

connectivity using three complementary technical 

signals to detect when networks go offline. IODA 

identifies outages at the country, regional, or 

network level and records their duration and 

severity. Importantly, unlike STOP, IODA detects 

outages but not their cause. An outage may reflect 

deliberate government action or infrastructure 

failure.  

Panel (a) of Figure 3 compares the IODA measure 

of outages with the STOP measure of internet 

shutdowns for Russia. The IODA measure (right 

axis) is roughly 100 times as high as the STOP 

measure in any given period, as IODA records all 

detected disruptions regardless of intentionality. 

That said, the IODA data corroborate the finding 

that internet disruptions have become ever more 

frequent in Russia, with significant increases in 

2024 and 2025. 

Our third dataset comes from the Open 

Observatory of Network Interference (OONI), 

which focuses on censorship rather than outages. 

OONI relies on volunteers running tests through 

an open-source app, generating measurements of 

whether specific websites, messaging platforms, 

and circumvention tools are accessible or blocked.  

Figure 3. Trend in internet disruption and online censorship in Russia (2022-2025) 

a. Count of internet disruptions             b. Rate of websites and apps censorship 

 

Source: Access Now KeepItOn STOP (KIO), Internet Outage Detection and Analysis (IODA), Open Observatory of Network 

Interference (OONI), and authors' calculations. 

Note: Panel (a) shows STOP internet shutdown events in the blue line, which records intentional disruptions of internet or 

electronic communication (KIO, see Figure 1), and IODA internet outages in the orange line, which are abnormal simultaneous 

drops in 2 or more signals measuring internet connectivity, intentional or accidental. IODA outages are filtered to only include 

events lasting more than 2 hours to match the KIO restriction. The red line shows a twelve-month moving average of IODA 

outages. Panel (b) shows online censorship rates for websites and messaging apps, measured by the monthly rate of anomalies 

recorded by OONI. An anomaly is detected when a measurement presents signs of potential network interference (such as the 

blocking of a website or app). Messaging apps data derive from OONI messaging platform availability tests (WhatsApp, 

Telegram, Signal, Facebook Messenger), and website data from OONI Web Connectivity tests on individual websites’ availability. 

Days and platforms or websites with fewer than 5 measurements are excluded for reliability.  
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It does so by comparing results over the user's 

network against a control server, with divergences 

flagged as potential interference. The main 

limitation is uneven coverage over time, a 

consequence of the volunteer-based approach, 

though the total number of daily measurements is 

always known.  

Panel (b) of Figure 3 plots anomaly rates for 

websites and messaging apps as experienced by 

Russian users since the start of 2022. Both lines 

show a clear upward trend, indicating that 

Russian users are increasingly encountering 

websites and apps that are blocked in Russia but 

available elsewhere. 

The centralisation of Russian 

internet control 

While Russia has always exerted some degree of 

control over the internet, it has historically relied 

on what Ramesh et al. (2020) call a decentralised 

model. Since 2012, Russia's internet regulator, 

Roskomnadzor, has maintained a national 

blocklist of websites and required Internet Service 

Providers (ISPs) to restrict their users' access to 

these websites. As ISPs were granted full 

discretion over how to comply, the blocking 

mechanisms and their effectiveness reportedly 

varied significantly across websites and 

providers.  The attempted blocking of Telegram in 

2018 exposed the limitations of Russia's 

decentralized approach to internet censorship. To 

enforce the ban, Roskomnadzor blocked millions 

of IP addresses associated with Amazon and 

Google cloud services, leading to widespread 

disruption of unrelated online services, while 

failing to prevent Russian users from accessing 

Telegram. 

Since then, Russia has moved towards a more 

centralised model of internet governance, aimed at 

increasing state control over its domestic internet 

and reducing dependence on the global network. 

In 2019, the "Sovereign Internet Law" (or  "Law on 

Sustainable Runet") came into force, which 

provided the Russian state the legal and technical 

tools to centrally monitor, filter and reroute 

internet traffic. The law requires ISPs to install 

TSPU (Tekhnicheskie Sredstva Protivodeystviya 

Ugrozam, or "technical means of countering 

threats") devices on their networks, or face fines. 

These devices allow the government to track and 

manage internet traffic across private networks in 

a centralised manner (Human Rights Watch 2025).  

TSPUs first attracted attention in 2021 when access 

to Twitter was throttled, but their impact has since 

become more widespread (Xue et al., 2021). In 

February 2023, OONI and the Russian digital 

rights organisation Roskomsvoboda reported that 

numerous media outlets and websites with critical 

coverage of the Russian war in Ukraine had been 

blocked in 2022. In a striking contrast to previous 

decentralised censorship practices, these 

restrictions were implemented simultaneously 

across internet providers. Figure 4, originally 

published by OONI, illustrates the simultaneous 

blocking of the Human Rights Watch website after 

it was added to Roskomnadzor's blocklist on April 

17, 2022. The figure shows that users across 

multiple networks lost access at the same time. 

The OONI report also highlights that providers 

are now using the same technical methods to 

enforce central directives, illustrating the 

widespread effective use of TSPUs.  
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Figure 4: Network interference in Russia 

 

Source: Open Observatory of Network Interference (OONI), Roskomsvoboda, How Internet censorship changed in Russia 

during the 1st year of military conflict in Ukraine.  

Autonomous System Numbers (ASNs) which presented the largest volume of anomalies (more than 1,200 anomalies) in the 

testing of www.hrw.org in Russia between 1st January 2022 to 20th February 2023. An anomaly is detected when a 

measurement presents signs of potential network interference (such as the blocking of a website or app). 

Recent restrictions on Telegram provide further 

evidence of their efficacy. In contrast to the failed 

block in 2018, most Russian users are now unable 

to access the app without VPNs or other 

workarounds. 

The capabilities of TSPUs extend far beyond 

individual website blocking. Recent reports 

suggest that instead of just targeting specific parts 

of the internet, they are now used to impose 

temporary, near-total internet blackouts. These cut 

users off from much of the global internet, while 

preserving access to a whitelist of Russian 

government websites and fully cooperative 

platforms (Human Rights Watch, 2026). In doing 

so, TSPU moves Russia closer to the Chinese 

model of internet control, increasing the state's 

ability to manage internet traffic centrally. 

Conclusion 

In recent years, Russia's strategy towards internet 

censorship has changed profoundly. The 

decentralised, relatively light-touch approach, 

with unrestricted access to many Western 

platforms, has been abandoned. The government 

has acquired the legal and technical capability to 

exert tight, centralised control over service 

providers, and every indicator we have analysed 

in this brief makes clear that it is using these 

powers ever more aggressively. 
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The incremental nature of these changes and their 

technical sophistication mean that Russia's 

internet control cannot be equated with the blunt 

tool of country- or region-wide shutdowns as used 

by authoritarian governments in other parts of the 

world. These types of internet shutdowns are 

highly visible to domestic and international users 

and spark outrage. Russia's strategy is more 

insidious. Its citizens' access to the global internet 

has been shutting down, year by year and month 

by month. Individual users' experience of these 

changes is fragmented, making a collective 

response difficult.  Russia is on its way to creating 

and controlling its very own version of the 

internet. 
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